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I have read, been given the opportunity to ask questions, and understand the Credit Card Information Handling 
Procedures that are referenced in this form as “Procedures.”  I understand that the Credit Card Information 
Handling Procedures are a subset of the DN Information Security Policy and can obtain this policy from my 
Manager, if requested.   
 
I will adhere in all respects to the Procedures as they apply to my job. I further understand that any violation of 
the Procedures will subject me to appropriate corrective counseling and / or remedial action, up to and 
including termination of employment. 
 
I will NOT (if applicable to my role): 

1. Obtain or disclose any cardholder’s credit card information (full or partial sixteen (16) digit credit card 
number, three (3) or four (4) digit validation code (usually on the back of credit cards), or PINs 
(personal identification numbers)) for any purpose other than in connection with the customer’s 
transaction without the cardholder’s consent. 

 
2. Access, handle, view, disclose or use in any manner the credit cardholder information outside of my 

assigned scope of responsibility. 
 

3. Transmit any cardholder’s credit card information by e-mail or fax. 
 

4. Place any document that contains cardholder’s credit card information in the open where the document 
can be viewed or obtained by unauthorized personnel. 

 
5. Electronically store on a company computer file or file server any cardholder's credit card information 

outside of Company’s approved software applications and systems. 
 

6. Use a Manual Credit Card Processing Device (i.e. a Knucklebuster) to process credit card payments 
unless instructed to do so by a member of the management team.   

 
7. Share my password or swipe card for a computer / point-of-sale system or device with any other 

person. 
 
I WILL (if applicable to my role): 

1. Password-protect my computer if I have access to credit card information on a computer. 
 

2. Store all physical documents or storage media containing credit card information in a locked drawer, 
locked file cabinet, or locked office. 

 
3. Report immediately any credit card security incident to the DN Associate Hotline at 1-800-441-5645 if I 

know or suspect credit card information has been accessed, misappropriated, stolen or destroyed 
without proper authorization. 

 
4. Report immediately any incident in which I believe a fellow associate or an unaffiliated third party has 

access to, handled, viewed or used credit cardholder data beyond the scope of their responsibility. For 
example, if I see credit card reports in an area where employees should not be viewing them, I will 
inform management personnel. 

 
5. Report immediately any credit cards lost or left behind by customers to my immediate supervisor or 

General Manager. I will physically secure such credit cards until turned over to supervisor or General 
Manager.   

 
Signature________________________________  Date signed _________________________ 
 

Print Name ______________________________ Unit Location Name: ___________________ 
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